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ISS GLOBAL / INCIDENT INVESTIGATION | CYBER-ENABLED ASSET THEFT
Binance security incident

Testing the $6.3 billion claim, tracing the evidence and separating impact

from recoverable value

REPORTING / REVIEW WINDOW ISSUE DATE
29-30 October 2026 | Cut-off 07:15 UTC, 30 October 2026 2026-10-30

A rapid multi-chain outflow became the largest reported cryptocurrency theft.
The size is exceptional; the headline is not the finding.

Binance says an attacker used access obtained through a compromised DevOps laptop and service container to submit
unauthorised withdrawals. Its provisional estimate is about $6.3 billion, with roughly $3 billion frozen on-chain. (']

The phrase largest bank heist in human history is a news headline, not an official classification. Binance is a

cryptocurrency exchange, not a bank, and gross outflow, frozen value and final loss are different measures. [

This initial assessment examines the public record available by the cut-off. No technical post-mortem or public law-
enforcement attribution had been issued.
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01/ EXECUTIVE SUMMARY

What happened and its threat significance

COUNTRIES / REGION WHERE WHEN

Global / online systems Binance-controlled wallets and Major outflows were reported from about 20:05
transaction-authorisation UTC on 29 October 2026, with most of the
infrastructure across ten reported movement occurring within roughly 20 minutes.

blockchains. No defensible physical Assessment cut-off: 07:15 UTC, 30 October. [
incident location is established in the
public record. [

What happened

Binance's initial account says a compromised employee laptop enabled access to a service container and unauthorised
withdrawal submissions. Binance reports no evidence of a wallet private-key leak. It estimates a $6.3 billion impact and
says about $3 billion has been frozen. [']

Threat significance

ISS Global assessment: the incident shows how endpoint compromise can propagate into high-value transaction
authority. Its investigative value lies in the relationship between access, authorisation, multi-chain movement and rapid
intervention by issuers and analytics providers.

EXECUTIVE JUDGEMENT

High confidence: a major unauthorised multi-chain outflow occurred. Moderate confidence: it is the largest
cryptocurrency theft yet reported by nominal value. Low-to-moderate confidence: the exact initial-access chain
and North Korean attribution remain provisional pending a technical post-mortem or competent-authority
finding.
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02 / CLAIM AUDIT

A record crypto theft, not a settled 'bank heist'

The headline compresses four propositions into one: that money was stolen, that the amount is known, that the event
belongs in the bank-heist category and that it is the largest in history. The first is strongly supported by the reported
unauthorised outflows. The other three need qualification.

ASSESSMENT AT
CLAIM CUT-OFF REASON

$6.3 billion stolen Provisional Binance calls this estimated total impact. The figure is not
yet a final net-loss calculation. ['!

Largest crypto theft Likely, if the TRM describes the outflow as about four times the $1.5
figure holds billion Bybit theft; Reuters and Chainalysis report at least
$5.912 billion moved. [ 3]

Largest bank heist Headline framing  Binance is an exchange. Cross-category historical ranking
depends on valuation date, gross versus net loss and what
is counted as a heist.

North Korea responsible Private-sector TRM assesses TraderTraitor with high confidence; Binance
attribution says it is still working with law enforcement to identify the
criminals. [11[2]

ISS Global judgement

The defensible formulation is: the largest reported cryptocurrency theft by nominal value, subject to reconciliation
and recovery. This preserves the scale without treating a breaking-news superlative as a forensic conclusion.
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03 / EVENT RECONSTRUCTION

Minutes for the outflow, hours for containment

The public chronology is assembled from Binance, TRM Labs and contemporaneous news reporting. Times are UTC
unless stated. The transaction clock is more precise than the corporate-response clock.

TIME DEVELOPMENT EVIDENTIAL STATUS

29 Oct, about 20:05 TRM says major movement began across Private blockchain-intelligence
ten blockchains. reconstruction. %

Next ~20 minutes Most of the reported $6.36 billion outflow TRM estimate; values depend on
occurred. asset price and counting

method. [

Later 29 Oct Binance suspended deposits and Company and issuer statements
withdrawals; token issuers and partners reported by AP and Reuters. ]
began freezing assets. 5]

30 Oct, 02:23 Binance published its initial mechanism, Primary company update;
$6.3 billion impact estimate and explicitly preliminary. [']

approximately $3 billion frozen.

30 Oct, 07:15 ISS Global cut-off. No Binance technical Research status, not proof of
post-mortem or public competent-authority absence beyond the reviewed
attribution located. record.

The investigative sequence has two phases: a rapid authorisation event, followed by a distributed containment effort.
The speed of asset movement favoured the attacker; the programmability and issuer control of some assets favoured
freezing.
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04 / FINANCIAL LEDGER

One incident, several incompatible numbers

Early reporting used different snapshots and definitions. A disciplined case file should never treat these values as

interchangeable.
PUBLIC
MEASURE — e INTERPRETATION
Binance estimated impact About $6.3bn  Primary provisional estimate; calculation method not yet
published. ']
TRM tracked movement About Private on-chain estimate across ten blockchains. [?
$6.36bn
Chainalysis confirmed stolen At least Independent analytics estimate reported by Reuters;
$5.912bn methodology not reproduced here. [©]
Binance frozen on-chain About $3bn Assets rendered inaccessible or restricted; not automatically
recovered into Binance custody. [l
Tether freeze More than Issuer action; likely part of, not additional to, the Binance
$1.5bn frozen total. °
Circle freeze More than Issuer action coordinated with law enforcement; overlap
$800m applies. [

Do not subtract without a common ledger

$6.3 billion minus $3 billion produces an arithmetic residual of $3.3 billion, but not a verified outstanding loss. Asset
prices move, freeze totals can overlap, and 'frozen' does not specify legal recovery or return. Final loss also depends on
liabilities, insurance and Binance's promised use of company and SAFU funds.
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05/ TECHNICAL PATHWAY
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The decisive layer appears to be authorisation

Binance's initial account is an access-and-authorisation theory, not yet a completed root-cause analysis. It says a
compromised DevOps laptop enabled access to a service container that submitted unauthorised withdrawal transactions,

while no wallet private-key leak was found. [']

LAYER

Endpoint

Service environment

Transaction authority

Ethereum execution

Other chains

PRESENT PUBLIC EVIDENCE

Binance identifies an employee
laptop as compromised.

Binance says a service container
was accessed.

Unauthorised withdrawals were
accepted and broadcast.

TRM reports use of EIP-7702
delegation and pre-signed
authorisations.

TRM reports conventional signed
transfers on nine other networks.

EVIDENCE STILL NEEDED

Forensic image, access vector, malware
and identity/session logs.

Container image, runtime audit trail,
secrets exposure and privilege path.

Signing-policy logs, approval records,
address authorisation changes and
control exceptions.

Verified transaction set and explanation

of how each authorisation was obtained.
[2]

Chain-specific transaction and custody
records.

EIP-7702 allows an externally owned Ethereum account to delegate execution to code through signed authorisations.
The standard warns that delegated code can have unrestricted account access. That capability explains transaction

behaviour; it does not establish how the signatures became available. [’]
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06 / RESPONSE AND CONTAINMENT

The recovery network 1s broader than the victim

NOMINATED INCIDENT / INITIAL ASSESSMENT

Binance suspended deposits and withdrawals, revoked the affected address authorisation and engaged law enforcement,

issuers and blockchain-intelligence partners. It says users will be covered through SAFU and company funds and

promises a new proof-of-reserves publication after remediation. [l

CONTROL

Transaction suspension

Issuer freezes

Cross-chain tracing

Customer backstop

Proof of reserves

OBSERVED VALUE

Stops further ordinary movement
while systems are checked.

Stablecoin issuers can restrict
identified tokens rapidly.

Public ledgers preserve

timestamps, routes and balances.

Company and SAFU
commitments may prevent direct
customer loss.

Can show specified assets
against in-scope liabilities at a
point in time.

LIMITATION

May affect liquidity and customers; does
not recall completed transfers.

Depends on asset design, accurate tracing
and legal authority.

Attribution and beneficial control are not
automatically visible.

Commitment is not the same as verified
reimbursement or solvency impact.

Does not by itself prove full solvency,
control effectiveness or absence of off-
chain obligations.

The case demonstrates a hybrid containment model: centralised exchange decisions, centralised token-issuer

intervention and decentralised public transaction evidence. Investigators should record the legal and technical basis of

each freeze, not merely the announced total.
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07 / ATTRIBUTION

A strong private assessment 1s not a public finding

TRM Labs attributes the operation with high confidence to TraderTraitor, a North Korean threat cluster. Its stated basis

combines on-chain and off-chain intelligence, the rapid multi-chain movement and technical tradecraft. %!

That judgement is plausible in context. The FBI has publicly attributed the 2024 DMM theft and the 2025 Bybit theft to
TraderTraitor. The DMM account describes targeted social engineering against a cryptocurrency employee and later
manipulation of a legitimate transaction request; the Bybit alert describes rapid dispersal across many addresses and

chains. 181
PROPOSITION CONFIDENCE REASON
State-linked DPRK actors have High Multiple public government attributions in previous cases.
repeatedly targeted

cryptocurrency businesses

This event resembles known Moderate Scale, sector and rapid dispersal are consistent but not unique.
TraderTraitor objectives and

tempo

TraderTraitor conducted this Moderate TRM high-confidence assessment; no public competent-
Binance incident authority attribution at cut-off.

The Binance employee was Low Endpoint compromise is reported; acquisition method is not yet
socially engineered public.

ISS Global does not upgrade precedent into proof. Prior attribution supports an intelligence hypothesis and collection
plan; it cannot substitute for incident-specific artefacts.
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08 / CONSEQUENCES

The primary risk is confidence in centralised
custody

Bitcoin fell about 3 percent to a six-week low and other crypto-linked assets weakened as the incident became public.
Analysts cited the risk of thinner liquidity, wider spreads and forced liquidations while deposits and withdrawals
remained restricted. [©!

HORIZON RISK TO MONITOR INDICATOR

Hours Further unauthorised New recipient clusters, bridges, swaps and
movement exchange deposits.

Days Containment and Network-by-network restoration, freeze updates and
customer access verified reimbursement.

Weeks Liquidity and Withdrawal queues, spreads, proof-of-reserves
counterparty stress changes and balance-sheet disclosures.

Months Regulatory and control Independent review, root-cause publication,
response enforcement and custody-policy changes.

Direct customer loss may be limited if the coverage commitment is honoured. That does not remove the corporate loss,
operational disruption or systemic confidence effect. The incident tests whether a large centralised exchange can
demonstrate not only assets, but also resilient transaction governance.
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09 / INVESTIGATIVE INTELLIGENCE

Build one evidence graph, not parallel narratives

The public record already spans endpoint compromise, cloud or container access, wallet authorisation, transactions,
issuer freezes and actor attribution. Each discipline will describe the same event differently. The task is to preserve
stable identifiers that allow those accounts to be reconciled.

EVIDENCE OBJECT MINIMUM FIELDS PURPOSE

Endpoint artefact Host ID, user, timestamp, hash, Test initial access and session
acquisition method use.

Service event Container/workload ID, identity, Reconstruct privilege and
command/API action, source address submission path.

Authorisation Signer, policy, approval, nonce, chain, Separate stolen authority from
change history private-key compromise.

Transaction Hash, block, time, asset, amount, sender,  Create immutable route anchors.
recipient

Entity assessment Wallet cluster, confidence, analyst, basis, Keep attribution auditable and
competing view reversible.

Intervention Issuer/exchange, legal basis, asset, Distinguish frozen, seized,
amount, time, status recovered and returned.

Priority intelligence requirements
1. What exact identity and privilege path reached withdrawal submission?
2. How were EIP-7702 and other chain authorisations generated, stored and validated?
3. Which public totals refer to the same assets, snapshot and valuation?
4. What incident-specific evidence supports or challenges the TraderTraitor attribution?

5. Which frozen assets are legally recoverable and when can they be returned?
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10 / EVIDENCE AUDIT

NOMINATED INCIDENT / INITIAL ASSESSMENT

Known, assessed and still unknown

EVIDENCE FAMILY

Binance update ']

TRM analysis [?

Reuters / AP [B1 5] [6]

Sky News [

Ethereum standard [!

FBI precedent (6! [°]

Current unknowns

WEIGHT

Primary for company actions and
stated findings.

Detailed cross-chain reconstruction
and attribution.

Independent reporting and attributed
issuer/analyst statements.

Records the headline claim under
examination.

Authoritative explanation of EIP-7702
behaviour.

Strong evidence of earlier
TraderTraitor activity.

LIMITATION

Interested party; initial account;
method and ledger not published.

Private methodology and underlying
evidence only partly public.

Many underlying facts derive from
Binance or analytics firms.

The superlative is framing, not forensic
classification.

Explains capability, not incident
causation.

Not attribution of the Binance incident.

The initial compromise vector, the complete affected wallet set, valuation methodology, amount irreversibly controlled

by the attacker, legal status of freezes, customer-liability impact and authoritative attribution remain unresolved. No

authentic incident image adds material proof at this stage: logo photographs and cryptocurrency illustrations are

contextual stock, while the decisive evidence is transactional and forensic. They are therefore omitted.

Concluding assessment

This is a high-impact cyber-enabled theft with exceptional financial scale. Its strongest lesson is not that blockchain
eliminates control, but that control migrates: into employee endpoints, service identities, transaction policies, issuer

powers and multi-party recovery networks. The next decisive document is the technical post-mortem, tested against the

on-chain ledger and competent-authority findings.
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SOURCE REGISTER

Sources 01-05

Source families and access limits are recorded below. Repetition of a statement is not independent proof.

01

02

03

04

05

Security Incident Update

Binance - 30 October 2026, 02:23

Family: Binance incident communications - Accessed 30 October 2026. Full update read. Primary for Binance's provisional
mechanism, estimate, response and commitments; not an independent investigation or final post-mortem.

https://www.binance.com/en/support/announcement/detail/c5a8729a97ac486d963784d96¢c5642d7

North Korea Steals USD 6.36 Billion From Binance in the Largest Hack in History

TRM Labs - 29 October 2026

Family: TRM blockchain-intelligence analysis - Accessed 30 October 2026. Full analysis read. Private-sector transaction
reconstruction and attribution; underlying off-chain evidence and full methodology are not public.

https://www.trmlabs.com/resources/blog/north-korea-steals-usd-6-36-billion-from-binance-in-the-largest-hack-in-history

Binance freezes assets after $6.3 billion heist, crypto industry's biggest

Reuters - 29 October 2026, updated 22:26 UTC

Family: Reuters incident reporting - Accessed 30 October 2026. Article read. Independent reporting, but several core figures and
attribution statements originate with Binance, issuers or analytics companies.

https://www.reuters.com/legal/transactional/tether-circle-freeze-238-billion-after-binance-reports-security-incident-2026-10-29/

Crypto industry suffers 'largest bank heist in human history' as billions stolen in Binance hack

Sky News / Connor Sephton - 30 October 2026, 06:33 UK

Family: Sky News reporting - Accessed 30 October 2026. Article read. Used to audit the headline claim; technical and attribution
details substantially rely on TRM and other named analysts.

https://news.sky.com/story/crypto-industry-suffers-largest-bank-heist-in-human-history-as-billions-stolen-in-binance-hack-13605627

Binance flags potential security issue, says approximately $6.3 billion impacted

Associated Press / Kaitlyn Huamani - 30 October 2026

Family: AP incident reporting - Accessed 30 October 2026. Full report read. Corroborates company and issuer statements; it
explicitly preserves uncertainty about the extent of damage.

https://apnews.com/article/binance-cryptocurrency-security-39cda8ceb8095e036334a18549d3d20d
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SOURCE REGISTER

Sources 0609

Source families and access limits are recorded below. Repetition of a statement is not independent proof.

06

07

08

09

Analysts react as Binance freezes assets after $6.3 billion security breach

Reuters - 30 October 2026

Family: Reuters market and analyst reporting - Accessed 30 October 2026. Analyst summary read. Used for market effects and
Chainalysis estimate; underlying Chainalysis transaction set not independently reproduced.

https://www.reuters.com/legal/government/view-analysts-react-binance-freezes-assets-after-63-billion-security-breach-2026-10-30/

EIP-7702: Set Code for EOAs

Ethereum Improvement Proposals - Created 7 May 2024; live specification accessed 30 October 2026

Family: Ethereum protocol specification - Accessed 30 October 2026. Specification and security considerations read. Authoritative
for protocol behaviour, not evidence that the standard caused this incident.

https://eips.ethereum.org/EIPS/eip-7702

Identification of North Korean TraderTraitor actors responsible for theft from DMM

FBI, DC3 and National Police Agency of Japan - 23 December 2024

Family: US and Japanese government attribution - Accessed 30 October 2026. Full release read. Historical precedent only; it does
not attribute the Binance incident.

https://www.fbi.gov/news/press-releases/fbi-dc3-and-npa-identification-of-north-korean-cyber-actors-tracked-as-tradertraitor-
responsible-for-theft-of-308-million-from-bitcoindmmcom

North Korea Responsible for $1.5 Billion Bybit Hack

FBI - 26 February 2025

Family: US government attribution - Accessed 30 October 2026. Full alert read. Historical precedent and laundering context only;
no Binance-specific finding.

https://www.fbi.gov/investigate/cyber/alerts/2025/north-korea-responsible-for-1-5-billion-bybit-hack
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