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S Y N D I C AT E  A 1  /  W O R K I N G  B R I E F

Make the exploitation chain
visible
Aligning Dfuze, Operator and Report Desk OSINT capabilities to the
land-based hybrid drone incident - from detect and recover through
governed exploitation, attribution, controlled handover and accountable
use.

ISS Global Ltd 24 August 2026 Version 1.1 Commercial Generated by AI. Make sure to check for accuracy.

THE COMMERCIAL OPPORTUNITY

The syndicate is asking how multiple actors coordinate collection,
triage, exploitation and sharing without losing speed, authority or
future evidential utility. Counter-UAS activity may stop an event; the
Dfuze suite addresses the governed continuity needed to turn
recovered material and context into defensible intelligence and
attribution support.

OPERATOR

Structure the first record
Guided field capture, identifiers,
location, media, contemporaneous
context and accountable submission.

DFUZE

Coordinate exploitation
Tasking, CEM identity, relationships,
routing, custody, analytical findings,
geospatial context and controlled
workflow.

REPORT DESK

Add governed OSINT
Capture and report open-source context
with source, time, analyst judgement
and uncertainty kept distinct from
recovered material.

From battlefield to accountable decision PAGE 1
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CONTENTS

A working map for the syndicate

The brief follows the exercise logic: interpret the scenario, map the CEM journey, answer the six
research questions, define the transfer bundle and identify a credible demonstration.
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Where the scenario creates a genuine capability requirement
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Four escalation layers and six CEM stages
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PRIMARY MESSAGE Dfuze is not presented as a substitute for doctrine, lawful authority, specialist examination or human
judgement. It is the governed digital environment that helps those functions remain connected under
operational pressure.

Scenario exploitation brief PAGE 2
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ISS GLOBAL /  BFWS26 EXECUTIVE INTERPRETATION

01 /  COMMERCIAL READING

The scenario is a continuity problem disguised as a drone
problem

The aircraft, payload and telemetry matter. Detection and neutralisation do not by themselves
explain operators, networks, suppliers or responsibility. The harder problem is keeping authority,
provenance, tasking, custody, analysis and sharing coherent while the incident escalates across
locations, nations and purposes.

Executive judgement. The suite is most credible when presented as one connected operating
environment: Operator supports disciplined field capture; Dfuze preserves the governed CEM and
intelligence record; Report Desk adds source-traceable OSINT context. The value is not three isolated
feature lists. It is continuity between people, decisions and material.

DECK REQUIREMENT

Rapid effect
Collectors and analysts must produce
useful warning, triage and exploitation
outputs quickly.

DECK REQUIREMENT

Credible pathway
The same material may later move into
national or international investigative
channels.

DECK REQUIREMENT

Right mandate
Collection and use must remain tied to
authority, purpose, caveats and
escalation decisions.

Where ISS Global can contribute

SCENARIO PRESSURE REQUIRED CONTROL SUITE CONTRIBUTION

First five minutes Consistent capture by non-specialists Operator can guide contextual recording and submission without
implying laboratory examination.

Parallel INT and evidence tracks One source identity, distinct uses and controlled
copies

Dfuze can maintain relationships between originals, derivatives, tasks,
findings, handling and authorised outputs.

Linked incidents Cross-record, geospatial and temporal analysis Dfuze search, links, mapping, media and structured intelligence records
support pattern discovery.

Hybrid attribution Recovered material plus open-source context Report Desk can preserve the source and analyst trail for OSINT while
Dfuze correlates the wider picture.

Detect-and-defeat end point Continue from incident effect into exploitation
and attribution

The suite can coordinate physical, digital, online and supply-chain tasks
without implying that correlation alone proves attribution.

Multinational handover A legible transfer bundle Dfuze can export selected records with provenance, caveats, audit
context and supporting material.

WHITE PAPER PRINCIPLE

Defensibility is not a label applied at the end. It is the accumulated result
of visible decisions throughout the lifecycle.

Executive interpretation PAGE 3
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ISS GLOBAL /  BFWS26 SCENARIO LOGIC

02 /  FOUR-LAYER ESCALATION

Each layer changes the question without replacing the
record

The Copenhagen-Hamburg scenario grows from warning signs into armed attack, transnational
criminal linkage and strategic attribution. The record must survive every change in purpose.

1 WARNING AND TURNING
POINT

Need: correlate sightings, airport disruption, imagery, recovered fragments and open reporting.
Suite: Operator capture; Dfuze incident and link records; Report Desk monitoring and source
capture.

2 SIMULTANEOUS ARMED
ATTACK

Need: prioritise force/public protection, register multiple scenes, preserve time-sensitive
digital and physical context, coordinate tasking and avoid duplicate identities. Suite: offline-
capable field capture, controlled synchronisation, common identifiers and operational
dashboards.

3 TRANSNATIONAL AND
STATE-BACKED LINKS

Need: connect components, telemetry, procurement, actors, training, finance, online traces,
locations and prior incidents while separating observation from assessment. Treat capability
diffusion, criminal service provision and state-enabled activity as hypotheses to test. Suite:
Dfuze link/geospatial analysis plus governed OSINT reporting.

4 ATTRIBUTION AND
STRATEGIC ACTION

Need: expose source lineage, confidence, caveats, dissent, releasability and the basis for
sanctions or other decisions. Suite: traceable analytical products, review history, controlled
dissemination and reproducible supporting records.

Four-layer escalation PAGE 4

What should remain constant
Persistent item and incident identity; acquisition context; custody and access; source lineage; version and
transformation history; analyst and reviewer responsibility; purpose and authority; caveats and permitted use.

What must remain distinct
Recovered material, forensic result, intelligence reporting, OSINT observation, analytical assessment and command or
judicial decision are related records - not interchangeable truth claims.
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ISS GLOBAL /  BFWS26 CEM JOURNEY

03 /  S IX-STAGE OPERATING CHAIN

The deck focuses on four stages; the platform must
preserve all six

Syndicate A1 concentrates on collection and record, triage and routing, exploitation and analysis,
and use/share/transfer/storage. Those stages are only defensible when tasking, authority, custody
and transport remain attached.

1 TASKING
Requirement, authority,
purpose, PIR/CCIR,
evidence ask,
restrictions.

2 COLLECT
Scene, item, time,
location, collector,
media, actions,
omissions.

3 CUSTODY
Packaging, possession,
access, movement,
condition, transfer.

4 ROUTE
INT, evidence or both;
priority; escalation;
destination; service
need.

5 EXPLOIT
Method, result, analyst,
source links, confidence,
caveats, derivatives.

6 USE
Share, transfer, store,
acknowledge, act,
review, retain, learn.

CONTROL OPERATOR DFUZE REPORT DESK OSINT

Authority Present the applicable task or collection
instruction to the user.

Store mandate, tasking, purpose, owner,
restrictions and subsequent re-tasking.

Record collection purpose, lawful basis
where required, source access and
handling caveats.

Context Capture contemporaneous scene and item
data.

Preserve the authoritative incident, item
and relationship record.

Capture publisher, URL, timestamp,
observed content and acquisition context.

Integrity Submit originals and structured metadata. Track identifiers, versions, media,
derivatives, audit and record history.

Retain source copies and distinguish
extraction, translation, summary and
assessment.

Workflow Route submissions to the correct queue or
authority.

Coordinate priority, assignment,
exploitation, review, approval and
dissemination.

Turn open-source findings into controlled
reports for correlation and review.

Handover Identify collector, time, device and
submission event.

Assemble selected records, provenance,
custody, caveats, findings and
attachments.

Provide source-led context with limitations
and analyst attribution.

WHITE PAPER PRINCIPLE

The continuity problem begins when one organisation treats its output as
the end of a process that another organisation must later reconstruct.

CEM journey alignment PAGE 5
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ISS GLOBAL /  BFWS26 OPERATOR

04 /  STAGE 2  -  COLLECTION AND RECORD

Make the first five minutes structured, safe and explainable

Operator’s role is not to turn every collector into a forensic specialist. It is to reduce avoidable
information loss and make the collector’s actions, observations and limits visible.

Suggested guided capture
Incident and task reference; collecting authority and
purpose.

Automatic or confirmed date, time and location.

Collector identity, unit/organisation and role.

Scene overview before close handling.

Item identifier, condition, orientation and associations.

Photographs, video, notes and relevant safety
observations.

Device state, visible connections and volatility indicators.

Actions taken, reasons, omissions and constraints.

Packaging, seal/label and intended recipient.

Drone-specific minimum metadata
Airframe, propulsion, flight controller and
communications components.

Payload, release mechanism, power source and energetic
hazards.

Removable media, onboard storage, identifiers and visible
damage.

Telemetry sources, control links, frequencies and network
indicators where safely observable.

Commercial markings, serials, modifications and
component provenance clues.

Nearby packaging, tools, launch/recovery equipment and
related debris.

OPERATIONAL VALUE A common capture pattern supports non-specialists while enabling later specialists to assess context,
prioritise exploitation and identify gaps before memory and scene conditions are lost.

Operator / Collection and record PAGE 6

Deliberate non-collection is a record
If safety, mandate, time, capacity or technical limitations prevent an action, Operator should allow the collector to state
what was not collected or attempted, why, by whose decision and what follow-up is required. This preserves credibility
better than silent absence.

Claim boundary
Operator can support contemporaneous documentation, identifiers and controlled submission. It does not establish
legal admissibility, replace specialist safety procedures or prove that an item was collected lawfully.
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ISS GLOBAL /  BFWS26 DFUZE COORDINATION

05 /  STAGE 4  -  TRIAGE AND ROUTING

Route by purpose without splitting the truth

The key routing decision is intelligence, evidence or both. Dfuze can preserve one source identity
while supporting controlled tasks, copies, outputs and permissions for different operational
pathways.

SOURCE RECORD

One governed identity
Incident, CEM item, collection
context, custody, originals,
restrictions and current state.

›

ROUTING GATE

Recorded decision
Purpose, authority, urgency, required
output, destination, owner, rationale
and escalation trigger.

›

CONTROLLED PATHWAYS

Related, not conflated
INT exploitation; evidential
examination; or parallel tracks using
documented copies and role-specific
access.

ROUTING RESULT WHEN IT FITS MINIMUM DFUZE CONTROLS

INT only Immediate protection, warning or
attribution need; no current evidence
mandate.

Authority, priority, source identity, analytical task, caveats, releasability, review and
retention decision.

Evidence only Judicial or investigative preservation
takes priority and operational exploitation
is restricted.

Custody, access restriction, examination request, original/working-copy distinction,
method and receiving authority.

Both Operational value and foreseeable
judicial utility coexist.

One parent record; explicit branching; controlled duplication; separate permissions;
linked findings; reconciliation and disclosure trail.

Hold/escalate Authority, safety, classification,
jurisdiction or specialist requirement is
unresolved.

Reason for hold, decision owner, safeguarding action, escalation route, review time
and prohibited actions.

Suggested escalation triggers

THREAT

Armed payload, active network,
anti-forensics, remote wipe,
explosive hazard or immediate
public risk.

AUTHORITY

Cross-border transfer, host-nation
request, mission change, criminal
threshold or legal-purpose conflict.

INTELLIGENCE

Link to a second incident, strategic
actor, sanctioned entity, novel
component or high-confidence
targeting lead.

WHITE PAPER PRINCIPLE

A complete audit trail cannot cure unlawful collection, but a lawful
collection can still lose value when its decisions cannot be reconstructed.

Dfuze / Triage and routing PAGE 7
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ISS GLOBAL /  BFWS26 EXPLOITATION AND OSINT

06 /  STAGE 5  -  EXPLOIT AND ANALYSE

Exploit four attribution layers without collapsing their
evidential status

Layer 3 depends on fusing physical, digital, online and supply-chain findings around one governed
source identity. Dfuze and Report Desk provide complementary records while keeping observation,
technical result, inference and attribution distinct.

FOUR-LAYER MODEL PHYSICAL: platform, payload, components, residues and marks. DIGITAL: firmware, configuration, logs,
media and identifiers. ONLINE: accounts, applications, instructions, communications and training.
SUPPLY CHAIN: manufacture, distribution, logistics, payment and procurement.

DFUZE /  GOVERNED EXPLOITATION RECORD

What it should preserve
Task, source item and working-copy relationship.

Discipline, method, tool, examiner and date.

Physical and digital artefacts, findings and supporting
media.

Confidence, limitations, alternative explanations and
review.

Links to incidents, people, organisations, components,
training, travel, finance, locations and prior reporting.

Geospatial and temporal pattern analysis.

REPORT DESK /  GOVERNED OSINT RECORD

What it should preserve
Publisher/account, URL or platform reference and
acquisition time.

Captured source content and relevant metadata.

Translation, transcription, extraction and
transformation history.

Observed fact separated from analyst assessment.

Source reliability, content credibility, caveats and
uncertainty.

Links to procurement, tutorials, component markets,
claims, actors, networks and locations.

Scenario-led analytical questions

QUESTION POTENTIAL CORRELATION REQUIRED RESTRAINT

Are Copenhagen and Hamburg linked? Component identifiers, build signatures, telemetry, payload design,
timings, travel and communications.

Similarity is not common source;
show confidence and competing
hypotheses.

Is the supply chain commercial or covert? Vendor listings, shipment routes, corporate records, reseller
networks, imagery and serial patterns.

Availability does not establish
purchase or actor control.

Does organised crime connect to state support? Facilitators, recruitment, training, travel, sanctions records,
infrastructure, finance, messaging, prior incidents and technical
overlap.

Association, capability diffusion or
service provision must not be
presented as state direction without
converging evidence.

What should be warned now? Repeatable signatures, vulnerable sites, active channels, emerging
tactics and time-sensitive indicators.

Use tear lines and releasability
controls; separate warning from proof.

Dfuze + Report Desk / Exploit and analyse PAGE 8

Evidence first, AI second
Private AI may assist extraction, translation, entity suggestion, similarity search and triage. Machine-generated output
should remain labelled, source-linked and subject to human verification; it should not silently become the authoritative
record.
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ISS GLOBAL /  BFWS26 CONTROLLED USE

07 /  STAGE 6  -  USE,  SHARE,  TRANSFER AND STORE

Sharing is an accountable action, not a download button

The scenario anticipates handover to host-nation law enforcement and potentially Eurojust,
Europol or INTERPOL. The receiving organisation must understand both the material and the
conditions attached to it.

CONTROL QUESTION DFUZE RESPONSE SCENARIO VALUE

What may be shared? Role, classification, releasability, caveat, purpose
and item-level selection.

Limits disclosure without stripping essential context.

Who authorised it? Named decision, authority, time, rationale and
approval state.

Supports later review of multinational or cross-mandate transfer.

What exactly was transferred? Manifest of records, media, versions, hashes where
applicable and export event.

Allows sender and receiver to reconcile the package.

What changed? Original, derivative, redacted, translated,
compressed and reported states remain
distinguishable.

Prevents an analytical product being mistaken for original material.

Was it received and acted upon? Acknowledgement, recipient, action owner, priority,
escalation and closure.

Turns dissemination into accountable operational workflow.

What came back? Feedback, judicial outcome, intelligence validation,
collection gap and lesson linked to the source task.

Closes the loop into future PIR/CCIR, evidence asks, training and
SOPs.

WHITE PAPER PRINCIPLE

The same material can support protection, attribution and accountability
only when its changing purposes remain connected to a trustworthy
record.

SOVEREIGN
OPERATION On-premise, private-cloud, offline and air-gapped deployment patterns are relevant where coalition

connectivity, classification or external vendor availability cannot be assumed. The exact deployment
claim must be confirmed against the proposed configuration.

Dfuze / Use, share, transfer and store PAGE 9

Fast operational product
Time-sensitive indicator, warning or intelligence note
with source references, confidence, tear line, caveats,
releasability and named reviewer.

Controlled transfer package
Manifest, source and custody context,
originals/derivatives, examination record, analytical
outputs, restrictions, approvals and receiving
instructions.
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ISS GLOBAL /  BFWS26 TRANSFER BUNDLE

08 /  MINIMUM VIABLE HANDOVER

A credible transfer bundle explains the material, not merely
packages it

The bundle should allow an authorised receiver to register, safeguard, assess and route the material
without inventing missing context or confusing operational intelligence with evidence.

1 Authority and request
Mandate, task/evidence ask, purpose, issuing authority, receiving authority and
legal or policy caveats.

Dfuze task, decision and approval record

2 Identity and manifest
Incident, scene and item identifiers; contents list; relationships; packaging/seal
references and current status.

Dfuze record hierarchy and export manifest

3 Collection context
Who, when, where, how, condition, scene associations, photographs, actions,
omissions and constraints.

Operator submission linked to Dfuze

4 Custody and access
Possession, movement, access, storage, packaging, transfers, discrepancies and
safeguarding actions.

Dfuze custody and audit history

5 Digital integrity and versions
Originals, working copies, hashes where appropriate, extraction, conversion,
redaction, translation and derivative history.

Dfuze media/version relationships

6 Exploitation record
Request, discipline, method, tool, examiner, result, quality limitations,
confidence, review and outstanding work.

Dfuze examination and findings records

7 Intelligence and OSINT context
Source-led reporting, analytical assessments, alternative hypotheses, tear lines,
caveats and releasability.

Dfuze + Report Desk outputs

8 Handling instructions
Permitted use, disclosure, retention, onward sharing, security, contact point and
required acknowledgement.

Dfuze permissions and dissemination record

9 Known gaps and unresolved issues
Missing material, unperformed actions, conflicts, uncertainty, pending specialist
work and questions for the receiver.

Explicit limitations, not silent blanks

Minimum viable transfer bundle PAGE 10

Test of sufficiency
Could a receiver determine what the material is, why and how it was obtained, what happened to it, how conclusions
were reached, who may use it and what remains uncertain?
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ISS GLOBAL /  BFWS26 RESEARCH QUESTIONS

09 /  S IX CONCISE ANSWERS

Use the platform to make doctrine executable

SYNDICATE QUESTION RECOMMENDED ANSWER DFUZE-SUITE CONTRIBUTION

1. What triggers evidence tasking? Pre-agreed PIR/CCIR and evidence asks; incident
thresholds; foreseeable criminality; host-nation or
competent-authority request; escalation or re-tasking
decision.

Represent the trigger as a controlled task linked to authority,
purpose, priority, collector and item.

2. Who has authority to request? The competent authority defined by mission, national law,
agreements and phase of conflict. Ambiguity is a
hold/escalation condition, not a field assumption.

Record authority, approver, scope, effective time, restrictions and
changes.

3. INT, evidence or both? Route according to purpose, urgency, mandate, risk and
receiving requirements. Use one source identity with
controlled branches for parallel pathways.

Workflow, permissions, task ownership, source/derivative
relationships and explicit routing rationale.

4. What are the priority outputs? Protection and warning first where necessary; then
exploitation results, linkage assessment, attribution
support and transfer-ready records according to command
priorities.

Priority queues, dashboards, search, links, mapping, structured
findings, review and reporting.

5. What should be shared quickly? Actionable indicators and warnings that are sufficiently
verified, caveated and releasable - not the entire
uncontrolled case record.

Selected dissemination, tear lines, classification/releasability,
approval and receipt/action tracking.

6. What makes a credible transfer
bundle?

Authority, identity, collection context, custody,
integrity/version history, exploitation, analytical context,
restrictions, gaps and a manifest.

Assemble a coherent export from linked operational records
without erasing provenance or uncertainty.

USEFUL SYNDICATE PROPOSITION

Minimum documentation should be defined as the smallest
record that still allows the next authorised actor to understand
and act safely - not as the fewest fields a collector can
complete.

USEFUL PROCUREMENT PROPOSITION

Evaluate the full handover chain with realistic data, damaged
connectivity, conflicting authorities and parallel INT/evidence
tracks. Feature demonstrations alone do not prove continuity.

Answers to research questions PAGE 11

Practice-oriented coordination model
Task with authority → capture with context → preserve identity and custody → route by purpose →
exploit with visible methods → share with caveats → receive feedback → improve requirements and
training.
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ISS GLOBAL /  BFWS26 TTX EXPLOITATION

10 /  SUGGESTED INJECTS

Use the exercise to expose the handovers

The most useful injects force a cross-agency group to make and record decisions across authority,
four-layer exploitation, intelligence use and judicial transfer.

LAYER SUGGESTED INJECT DECISION UNDER TEST WHAT DFUZE CAN DEMONSTRATE

1
Warning

Social video and airport reports precede recovery
of a damaged commercial component.

When does monitoring become tasking?
What is captured, by whom and under
what authority?

Report Desk source record → Dfuze
incident → Operator collection task and
linked submission.

1
Turning point

A collector omits volatile-device action because of
an explosive hazard.

How is deliberate non-collection recorded
and escalated?

Operator constraint record; Dfuze
specialist task, priority and unresolved
gap.

2
Attack

Simultaneous scenes create duplicate identifiers
and competing exploitation requests.

Who deconflicts, prioritises and routes? Dfuze parent-child records, duplicate
review, task ownership and priority
dashboard.

2
Parallel tracks

Command needs an immediate warning while
police request preservation.

Can INT and evidence work proceed
without contamination?

Common source identity, controlled
copies, separate tasks/access and
linked outputs.

3
Layered link

A component vendor, training account and
facilitator appear across supply-chain, online and
travel reporting.

How are four attribution layers fused
while fact, inference and source status
remain visible?

Report Desk provenance linked to
Dfuze people, networks, components,
transactions and incidents.

4
Attribution

A strategic customer asks for a sanctions-
supporting assessment while a key link remains
uncertain.

How are confidence, dissent, caveats
and source lineage exposed?

Structured assessment, evidence links,
reviewer state, alternative hypothesis
and release control.

4
Handover

A cross-border recipient rejects the package
because authority, decision ownership and
derivative history are unclear.

Can the mandate matrix identify the lead,
supporting authority and transfer
condition?

Transfer manifest, authority record,
decision owner, provenance/version
history, restrictions and
acknowledgement.

WHITE PAPER PRINCIPLE

Exercise the handovers, not only the specialist tasks.

MEASURE SUCCESS Time to establish a unique record; completeness of minimum metadata; speed and rationale of routing;
percentage of findings traceable to source; transfer-bundle acceptance; unresolved gaps made explicit;
feedback returned to tasking and training.

TTX inject design PAGE 12
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ISS GLOBAL /  BFWS26 DEMONSTRATION

11 /  USE-CASE-LED SUITE DEMONSTRATION

Demonstrate one record travelling through the incident

A coherent 12-minute demonstration should follow one recovered component, one open-source
lead, a human/network connection and a supply-chain thread. The audience should see decisions
and handovers, not a tour of menus.

1 TASK Create the incident and collection requirement in Dfuze with authority, purpose, priority and
minimum fields.

2 CAPTURE Use Operator to record the scene, item, location, media, visible identifiers, condition, safety
constraint and transfer.

3 ROUTE Receive the submission in Dfuze; preserve the original record; choose “both” with documented
INT and evidence branches.

4 EXPLOIT Add physical and digital findings with a working derivative; link the component, telemetry
indicator and related Hamburg incident.

5 ENRICH Capture online and supply-chain sources; link a training account, facilitator and procurement
route while separating observed content from assessment.

6 DECIDE Show the four-layer fusion, alternative hypothesis, confidence and caveats; issue a controlled
warning product with a tear line.

7 TRANSFER Generate the selected handover package; show manifest, provenance, restrictions, reviewer and
acknowledgement requirement.

WHAT THE COLLECTOR SEES

A focused task and capture form suitable
for operational conditions.

WHAT THE COORDINATOR SEES

Priority, ownership, routes, gaps,
exploitation state and transfer readiness.

WHAT THE RECEIVER SEES

A coherent, caveated record whose
source, handling and analytical lineage
can be challenged.

Use-case-led demonstration PAGE 13

Do not overclaim
Avoid saying the suite “makes evidence admissible,” “proves attribution” or “automatically maintains chain of custody.”
Demonstrate how it supports authorised people in documenting and controlling those processes.
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ISS GLOBAL /  BFWS26 SYNDICATE INTERVENTIONS

12 /  CONTRIBUTION CARD

Intervene with useful controls, not a sales pitch

The strongest commercial position is to help the group produce its coordination model, lexicon and
minimum documentation checklist - then show that the resulting controls can be made operational.

Questions worth asking
1. What is the smallest record the next actor needs in order to

act safely and lawfully?

2. Who owns the routing decision when intelligence urgency
and evidential preservation conflict?

3. How will one item retain a common identity across
national systems and parallel pathways?

4. Which omissions must be recorded, and which should
block onward transfer?

5. Which physical, digital, online and supply-chain gaps
prevent a defensible assessment?

6. Which roles must join the attribution cell, and who owns
the final decision?

Practical propositions to offer
1. Make authority and purpose first-class data, not free-text

afterthoughts.

2. Define one persistent identity with controlled derivatives
and pathway-specific permissions.

3. Treat deliberate non-collection and uncertainty as
structured information.

4. Use a cross-agency mandate matrix to name leads,
supporting authorities, decision rights and transfer
conditions.

5. Separate observation, technical result, OSINT report,
assessment and decision across all four attribution layers.

6. Exercise a standing attribution cell and retain outcomes so
lessons, competency and surge readiness improve between
crises.

DESIRED FOLLOW-UP Offer a scenario-led demonstration using the syndicate’s own minimum metadata, routing rules and
transfer-bundle checklist. Position ISS Global as a practical implementation partner for the operating
model the group develops.

WHITE PAPER PRINCIPLE

The commercial promise is not more data or generic AI. It is defensible
intelligence under the authorised organisation’s control.

Syndicate contribution card PAGE 14

Suggested spoken contribution
“Detection and neutralisation stop the event; they do not complete attribution. The digital requirement is continuity
across purpose changes. A collector preserves context; the coordination function maintains one governed identity; a
cross-agency attribution cell connects physical, digital, online and supply-chain findings without conflating them; and
the receiver gets a transfer bundle exposing authority, methods, caveats and gaps. That is the chain we should test.”
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ISS GLOBAL /  BFWS26 EVIDENCE AND CLAIM CONTROL

13 /  WHITE-PAPER ALIGNMENT

The messaging rests on seven continuity controls

WHITE-PAPER CONTROL APPLICATION TO SYNDICATE A1 SUITE EXPRESSION

1. Authority and purpose Evidence ask, PIR/CCIR, requestor, phase, mandate
and re-tasking.

Controlled tasks, approvals, purpose, restrictions and decision
history.

2. Contextual capture First five minutes, drone metadata, scene
associations, actions and omissions.

Operator-guided submission linked to incident and item records.

3. Identity and integrity Persistent CEM identity, originals, copies,
transformations and duplicates.

Dfuze identifiers, media, versions, relationships and audit.

4. Custody and access Movement across site, hub, nation and receiving
authority.

Possession/access records, roles, caveats, classification and
transfer.

5. Exploitation and verification Methods, results, confidence, provenance and fast-
track limitations.

Structured findings, source links, analyst/reviewer and uncertainty.

6. Accountable sharing Tear lines, releasability and minimum viable transfer
bundle.

Selected dissemination, manifest, approvals, acknowledgement and
action.

7. Review and learning Judicial or operational feedback into collection
requirements and training.

Outcome, lesson, remedial action and links back to tasking/SOPs.

Claim discipline

SAFE FORMULATION AVOID

Supports documentation, provenance, audit and controlled handover. Guarantees chain of custody or admissibility.

Helps authorised analysts reconstruct how a conclusion was reached. Proves attribution automatically.

Can operate in controlled deployment patterns, subject to configuration. Universally sovereign, air-gapped or NATO-compliant.

AI may assist triage and extraction with human verification. AI produces the evidential truth.

White-paper alignment PAGE 15

Supported proposition
Public NATO, UN, OHCHR, INTERPOL, ICRC,
Eurojust and NATO CCD COE material converges on
planning, contextual capture, preservation,
verification, controlled sharing and accountable
review.

Interpretive status
The seven-control model and the product mapping are
ISS Global syntheses. They must be tested against
current mission orders, national law, customer
procedures and the actual configured product.
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ISS GLOBAL /  BFWS26 WORKSHOP INTEGRATION

14 /  CONTENT AND PRODUCT ALIGNMENT

Use the transcript to sharpen the proposition, not to prove
it

The workshop report reinforces the continuity model and adds a clearer counter-UAS market
position, a four-layer attribution structure and a wider operating audience. These are development
and production inputs; they are not independent validation of cases, doctrine or product capability.

WORKSHOP ADDITION CONTENT-PRODUCTION USE PRODUCT-ALIGNMENT TEST

Beyond detect-and-defeat Explain the gap between stopping an incident and
supporting attribution or accountability.

Show how recovered material enters governed tasking,
exploitation, assessment and handover.

Four attribution layers Use physical, digital, online and supply chain as the
repeatable narrative and visual structure.

Confirm templates, entities, relationships and lineage can
connect all four without flattening source status.

People and networks Show that training, recruitment, travel, finance and
knowledge transfer remain exploitable features.

Test links between technical artefacts, accounts, people,
organisations, transactions and locations.

Mandate matrix Turn “authority before method” into a concrete syndicate
output.

Confirm lead/support roles, approvals, decision rights, purpose
and transfer conditions can be represented.

Joint attribution cell Address collectors, examiners, analysts, investigators,
prosecutors, data-protection specialists and policy
leads.

Test role-specific views, permissions, queues, review states
and outputs across the handover chain.

Sustainment and accountability Connect exercises to competency, surge readiness,
humanitarian outcomes and institutional memory.

Treat training, readiness and humanitarian workflows as
discovery areas unless present in the verified build.

Immediate production priorities

1 /  NARRATIVE

Lead with detect → recover →
exploit → correlate → assess →
transfer.

2 /  DEMONSTRATION

Add one person/network lead and
one supply-chain thread to the
component and OSINT journey.

3 /  DISCOVERY

Test the configured product against
a cross-agency mandate and role
matrix.

Workshop-derived enhancements PAGE 16

Use boundary
The transcript is a noisy, unverified record. Use its repeated themes as workshop context and hypotheses. Verify names,
affiliations, incidents, dates, quantities, legal claims and state-linkage assertions before external publication.
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ISS GLOBAL /  BFWS26 SOURCES AND PRODUCTION CONTROL

15 /  SOURCE RECORD

Evidence basis and publication controls
Scenario source

1. Rietveld, R. M. / BFWS26 Syndicate A1 (2026), Land-Based Hybrid Drone Incident - attendees pre-slides, nine-slide PDF, modified 20 August 2026. Scenario details
and research questions are treated as workshop material, not independent proof of product capability.

Workshop context source
2. ISS Global Ltd (2026), From Artefacts to Attribution: Workshop findings on forensic continuity, criminal drone use and cross-organisational attribution, analytical report

dated 24 August 2026, prepared solely from a user-supplied automated transcription. Themes are unverified workshop context; proper nouns, cases, figures and
attributed claims require confirmation.

White-paper and authoritative basis
3. ISS Global Ltd (2026), From Battlefield to Courtroom: Preserving Digital Continuity across NATO Technical Exploitation, Intelligence, Civil-Military Handover and

Accountability, evidence-controlled white paper, version 6.0.

4. Rietveld, R. M. (2025), “Towards a Future Battlefield Forensics Framework: A NATO Action Research Case Study”, Scandinavian Journal of Military Studies, 8(1), pp.
451-465, doi: 10.31374/sjms.333.

5. Braccini, C. et al. (2016), Battlefield Digital Forensics: Digital Intelligence and Evidence Collection in Special Operations, NATO Cooperative Cyber Defence Centre of
Excellence.

6. United Nations Counter-Terrorism Committee Executive Directorate (2020), Military Evidence Guidelines.

7. United Nations Office of Counter-Terrorism (2020), Practical Guide for First Responders to Digital Devices in the Battlefield.

8. OHCHR and Human Rights Center, University of California, Berkeley (2022), Berkeley Protocol on Digital Open Source Investigations.
9. Eurojust (2020), Memorandum on Battlefield Evidence.

10. INTERPOL (2023), Disaster Victim Identification Guide.

11. ICRC (2022), The Forensic Human Identification Process: An Integrated Approach.

12. NATO Joint Analysis and Lessons Learned Centre (2024), JALLC Analysis Handbook, first edition.

Required review before external use
Confirm every Operator, Dfuze and Report Desk statement
against the current demonstrable build.

Confirm the precise deployment, offline, integration and
export capabilities proposed.

Validate scenario terminology with the syndicate’s agreed
lexicon.

Obtain legal/security review for any customer, operational
or sensitive example.

Separate workshop propositions from endorsed NATO
doctrine.

Confirm that screenshots and demonstrations contain no
live or sensitive data.

Use synthetic records for any public or workshop
demonstration.

Retain source copies and version history for claims and
citations.

Verify transcript-derived names, affiliations, cases, dates,
quantities and state-linkage claims against the event record
before use.

Sources and controls PAGE 17

Production status
Version 1.1 integrates workshop-derived context for content production and product alignment. Prepared as a working
commercial and syndicate-support brief. Generated by AI. Make sure to check for accuracy. Director, technical,
evidence, legal and security review are required before formal external publication.
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